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1 	CLASS ACTION COMPLAINT 
2 	Plaintiffs allege the following, upon personal knowledge with respect to themselves, and 

3 on information and belief derived from, among other things, investigation of counsel and review 

4 of public documents, as to all other matters: 

5 	NATURE OF THE ACTION 
6 	1. 	This is an action on behalf of a class of millions of California Internet users (the 

7 "Class," as defined herein) who have visited one or more websites displaying the Facebook 

8 "Like" button (as defined below). The action arises from Facebook's surreptitious use of the 

9 "Like" button and "Facebook Connect" (described in detail below) to collect and store sensitive, 

10 private, and personally identifiable information in violation of Article I, Section 1 of the 

11 California Constitution and California Penal Code Section 631. The information is secretly 

12 collected and stored regardless of whether the website visitor clicks the "Like" button and, in 

13 most cases, regardless of whether the Internet user is a Facebook member. This amended 

14 complaint also alleges negligence. 

15 	2. 	As described in detail below, using the "Like" button and the Facebook Connect 

16 system, Facebook creates "dossiers" or profiles of information about the web browsing habits of 

17 both Facebook website members and Internet users who are not members of the Facebook 

18 website. In both cases, the web browsing history is personally identifiable such that Facebook 

19 can easily link and attribute it to the Internet users regardless of whether they are Facebook 

20 I members. 

21 	(a) 	The web browsing history that Facebook collects from Facebook members 

22 	is linked to the personally identifiable information associated with the 

23 	Facebook members' Facebook account, which necessarily, by virtue of 

24 	Facebook policy, includes the Internet users' real name and address. 

25 	(b) 	The web browsing history that Facebook collects from non-Facebook 

26 	members is personally identifiable by other means. 	This is because 

27 	Facebook also collects non-members' IP addresses and information about 
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their computer operating systems and web browsers, all without offering 

FA 	them a method of opting out of Facebook's collection of this information. 

31 	Governments and industry have considered IP addresses to be personally 

4 	identifiable information under some circumstances, and members of the 

5 	data tracking industry have taken the position that Internet users who are 

6 	not logged in to a website should not be tracked using data that 

7 	compromises their anonymity. 

8 	3. 	As further explained below, Facebook's collection of information about Facebook 

9 members and non-members alike thus constitutes a serious invasion of their privacy. 

10 	JURISDICTION AND VENUE 
11 	4. 	This Court has jurisdiction over these proceedings because defendant Facebook is 

12 headquartered in the State of California, transacts business within this state, has committed 

13 wrongful acts within the state, and has committed wrongful acts that have caused injuries to 

14 persons within the state. 

15 	5. 	Venue lies in this Court because many of those affected by defendant's wrongful 

16 conduct reside in this county, and many of the potential witnesses reside and work in this county. 

17 	 THE PARTIES 
18 	6. 	Plaintiff Ryan Ung resides in San Francisco. Mr. Ung is a Facebook member who 

19 visited websites that display the Facebook "Like" button, including: anime44.com  and 

20 crunchyroll.com. Facebook used the "Like" button to track and collect his browsing history and 

21 link it to personally identifiable information without his consent, using Facebook's "datr" 

22 tracking cookie, which was found on Mr. Ung's browser. Mr. Ung was not aware that Facebook 

23 was collecting his personal information and browsing history and, had he been aware, would not 

24 have consented to this. If given the choice, Mr. Ung would have utilized a user name as opposed 

25 to his real name, in connection with his Facebook account. 

26 	7. 	Plaintiff Chi Cheng resides in San Francisco. Mr. Cheng is a non-Facebook 

27 member who visited a website in the Facebook Connect network and subsequently visited a 
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1 website displaying the Facebook "Like" button. Facebook used the "Like" button and Facebook 

2 Connect to collect his browsing history and personally identifiable information without his 

3 consent, using Facebook's "datr" tracking cookie, which was found on Mr. Cheng's browser. 

4 Mr. Cheng was not aware that Facebook was collecting his personal information and browsing 

5 history and, had he been aware, would not have consented to this. 

	

6 	8. 	Plaintiff Alice Rosen resides in Sunnyvale, California. Ms. Rosen is a non- 

7 Facebook member who visited websites in the Facebook Connect network, including HSN.com, 

8 MSN.com, QVC.com, and ABC.com, and subsequently visited websites displaying the Facebook 

9 "Like" button or Facebook Connect, including HSN.com, MSN.com, QVC.com, and ABC.com. 

10 Facebook used the "Like" button and Facebook Connect to collect her browsing history and 

11 personally identifiable information without her consent, using Facebook's "datr" tracking cookie, 

12 I which was found on Ms. Rosen's browser. Ms. Rosen was not aware that Facebook was 

13 collecting her personal information and browsing history and, had she been aware, would not 

14 have consented to this. 

	

15 	9. 	Defendant Facebook (hereinafter "Facebook") is a Delaware Corporation that 

16 maintains its headquarters in Santa Clara County, California. Facebook conducts business 

17 throughout California, the nation, and internationally. 

	

18 	STATEMENT OF FACTS 

	

19 	About Facebook, Its "Like" Button, and Facebook Connect 
20 Facebook 

21 	10. 	Facebook is the world's largest social networking website with more than 900 

22 million registered users worldwide. 

	

23 	11. 	Facebook requires that Facebook registrants provide their actual names, rather 

24 than merely create a "screen name" or "user name," as is commonplace with other, non-social 

25 networking website registrations. Facebook then assigns each Facebook member a user ID 

26 number that uniquely identifies that member. 

27 
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The Facebook "Like" Button 

12. The Facebook "Like" button is a "social plugin" represented by an image 

displaying a thumbs-up symbol accompanied by the word "Like." Facebook promotes the 

"Like" button to website owners as follows: 

The Like button lets a user share your content with friends on Facebook. When 
the user clicks the Like button on your site, a story appears in the user's friends' 
News Feed with a link back to your website. 

13. Anyone can implement the "Like" button on their website by adding a computer 

code to the website, which is available for free and designed and provided by Facebook. 

14. Website owners have a substantial financial incentive to include the "Like" button 

on their websites because it tends to increase traffic to the website and thereby increase the 

amount the website owner can charge for displaying advertising on the website. Indeed, more 

than 2.5 million websites have integrated the Facebook "Like" button. According to comScore, 

those 2.5 million websites include all of the top ten sports sites, nine of the top ten news sites, 

nine of the top ten entertainment sites, and 18 of the top 25 retail sites. Overall, 80% of the 

United States' comScore top websites are fully integrated. Every day, 10,000 more websites add 

the "Like" button. The "Like" button has become so deeply embedded in our societal 

consciousness that we sometimes do not even realize how much it has permeated our culture. It 

is an indelible part of the "online experience." 

Facebook Connect 

15. Facebook Connect enables Facebook members to log onto third-party websites, 

applications, mobile devices, and gaming systems with their Facebook identity. While logged 

on, users can connect with friends via these media and post information and updates to their 

Facebook profile. Within a year of its launch in December 2008, Facebook Connect was on 

almost 1 million websites, and in March 2009 more than 40 million unique visitors of Facebook 

I Connect implementations were counted. 
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Facebook Uses the "Like" button and Facebook Connect To Track Facebook Members 
and Non-Members 

16. Unbeknownst to Internet users, Facebook uses the "Like" button and the 

Facebook Connect system in conjunction with Facebook tracking cookies (including the "datr" 

tracking cookie) to track Internet users as they browse the web and thereby collects private and, 

in some cases, sensitive information about them. Facebook follows Facebook members and, in 

some cases, non-members, as they browse the Internet, linking their record of each new page 

visited to Facebook's records of all the "Like" button- or Facebook Connect-affiliated pages that 

the user has visited in the previous minutes, months, and years. It may thereby construct and 

update long-term profiles of what particular users are doing with their web browsers. Anyone 

who has used the Internet to seek advice about hemorrhoids, sexually transmitted diseases, 

abortion, drug rehabilitation, dementia - the list goes on and on - can be reasonably certain 

that Facebook has tracked at least some of those visits and, in many cases, identified them with a 

particular individual, such that the information can easily be incorporated into a personal profile 

for use in Facebook's sale of advertising space to marketers of all sorts, or to be put at the 

disposal of the United States or state government agencies. The information is collected even if 

the website visitor does not click on the "Like" button. This practice was brought to light by 

Arnold Roosendaal, whose work in progress, Facebook Tracks and Traces Everyone: Like This!, 

is available at http:/www.ssrn.com/abstract1717563  (attached hereto as Exhibit 1 and fully 

incorporated herein by reference). Mr. Roosendaal's research uncovers Facebook's use of the 

"datr" tracking cookie to record web browsing of its members and non-members whenever they 

visit web pages enabled with the "Like" button or Facebook Connect. 

17. Following Roosendaal's research, other researchers have reported similar 

instances of Facebook's tracking. For example, Nik Cubrilovic has reported that Facebook 

collects Facebook members' web browsing data, even after they have logged out of Facebook, 

by placing cookies on their computer and sharing their browsing data whenever the user visits a 

Facebook-enabled webpage. 
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18. 	The tracking mechanism differs depending on whether the Internet user is a 

2 Facebook member or not. 

3 	Facebook Members: Upon registration, Facebook implants tracking cookies, including 

4 the "datr" tracking cookie, on the member's browser. Each time the member visits a web page 

5 displaying the Facebook "Like" button or the Facebook Connect system, unbeknownst to the 

6 member, the "Like" button or the Connect system, pursuant to Facebook's chosen method of 

7 implementing the "Like" button and the Connect system, causes the member's Facebook cookie 

8 ID number to be sent to Facebook, along with other information including the Uniform Resource 

9 Locator ("URL") of the web page being visited. Facebook then records the web page visited, 

10 adding it to Facebook's profile of web pages visited by the member. Facebook then links the 

11 browsing history information with the member's unique Facebook identifier, thereby associating 

12 the personally sensitive information with the particular user and his account information. This 

13 occurs regardless of whether the Facebook member clicks the "Like" button or clicks on or 

14 otherwise interacts with the Facebook Connect system, and regardless of whether the Facebook 

15 member is logged in to Facebook. 

16 	If a Facebook member deactivates his or her account through the process Facebook 

17 provides, the entire account is nevertheless kept by Facebook, which can continue to link data to 

18 the account just as when the account was active. If a user wishes to delete her account entirely, 

19 such that Facebook no longer has access to her personal data, the user must make a specific 

20 request to Facebook that takes two weeks to process. 

21 	Non-Facebook Members: Facebook implants tracking cookies, including the "datr" 

22 tracking cookie, on the browsers of non-Facebook members when the non-Facebook member 

23 visits one of the million websites in the Facebook Connect network. Thereafter, Facebook's data 

24 profile of the non-member is updated each time the non-member visits a site displaying the 

25 Facebook "Like" button or the Facebook Connect system, even if the non-member does not click 

26 the "Like" button or the Facebook Connect system. 

27 

28 
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After Facebook has implanted the "datr" cookie on a non-member's browser, every time 

the non-member visits a page containing Facebook's "Like" button or Connect system, Facebook 

collects, in addition to the URL of the specific page the non-member visited, the IP address of 

the non-member's computer and a piece of data called the "User-Agent string" - a line of text 

containing information about a computer's operating system and web browser. In November of 

2010, the British online identity protection firm Garlik warned that the presence of Facebook's 

"Like" button on the U.K.'s National Health Service website posed serious privacy risks by 

allowing Facebook to track the activity of people accessing the NHS website. Stewart Mitchell, 

Outrage as NHS allows Facebook tracking of website users, PC Pro, (Nov. 23, 2010), available 

at http://www.pcpro.co.uk/news/security/363  073/outrage-as-nhs-allows-facebook-tracking-of-

website-users. Facebook's statements in response acknowledged that Facebook did in fact log IP 

addresses and User-Agent strings: "When a user is logged out of Facebook, we only log their IP 

and User Agent. We don't cookie the user so we can't accurately track a particular user's 

journeys, but this could be inferred from the combination of their IP and User Agent string." 

Khidr Suleman, Facebook clarifies information sharing with NHS Choices, V3 (Nov. 29, 2010), 

available at http://www.v3.co.uk/v3  -uk/news/2006 11 3/facebook-clarifies-information-sharing-

nhs-choices.' 

Facebook thus tracks and collects extensive information about non-Facebook members 

- i.e., individuals who consciously choose not to participate in Facebook. If a non-member 

subsequently opens an account on Facebook, all of the previously compiled information can be 

Facebook's admission that it collects IP addresses and "User-Agent strings" of logged-out 
members strongly suggests that it collects IP addresses and "User-Agent strings" for non-
members, since there is not a meaningful difference between a logged-out member on whose 
browser Facebook has not set a cookie, on the one hand, and a non-member, on the other. 

To be clear, contrary to Facebook's statements to the U.K. National Health Service, there is 
evidence that Facebook does read cookies set on members' browsers even when the members 
have logged out. Also, Plaintiffs allege that Facebook sets cookies on non-members' browsers if 
those non-members first visit a web page that includes the Facebook Connect system. Plaintiffs 
thus allege that Facebook collects browsing histories, IP addresses, and "User-Agent strings" of 
non-members. 
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1 linked to her Facebook account, and, from that time on, all subsequent requests for Facebook 

2 content are accompanied by the Facebook identifier unique to the user. 

3 	19. 	Although the logging of IP addresses is sometimes presented as harmless industry 

4 practice, it in fact poses a significant risk to user privacy, especially when other pieces of 

5 information are directly linked to IP addresses. 

6 	20. 	Research shows that specific computers can be identified with a level of precision 

7 of up to 80 percent using only a combination of the IP address and the "User-Agent string." 

8 Ting-Fang Yen, Yinglian Xie, Fang Yu, Roger Peng Yu, Martin Abadi, Host Fingerprinting and 

9 Tracking on the Web: Privacy and Security Implications (2012), available at 

10 http://research.microsoft.com/pubs/156901/ndss2012.pdf.  

11 	21. 	Yet another study details how web users can be tracked and uniquely identified 

12 using a third piece of information collected by Facebook - the web browsing history itself. This 

13 study, using browsing data collected from 368,284 Internet users, concluded that 69% of users 

14 had unique browsing histories, and in the case of users for whom a large enough sample of 

15 visited sites was available, 97% of such users could be uniquely identified. Lukasz Olejnik, 

16 Claude Castellucia, Artur Janc, Why Johnny Can't Browse in Peace: On the Uniqueness of Web 

17 Browsing History Patterns (2012), available at http://petsymposium.org/2012/papers/hotpetsl2-  

18 4-j ohnny.pdf. 

19 	22. 	Both government and industry have expressed opinions calling IP addresses 

20 personally identifiable information. A United States Department of Commerce study on the 

21 categorization and protection of personally identifiable information considered logs of IP 

22 addresses collected by web servers to be potentially identifiable information. Erika McCallister, 

23 Tim Grance, Karen Scarfone, Guide to Protecting the Confidentiality of Personally Identifiable 

24 Information (P11) - Recommendations of the National Institute of Standards and Technology 

25 (Apr. 2010), available at http ://csrc.nist. gov/publications/nistpubs/800-  l22/sp800-l22 .pdf. An 

26 article written by the CEO of a data tracking company concludes that IP addresses should be 

27 regarded as privileged, personally identifiable information, and that Internet users who are not 

28 
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logged in to a site should not be tracked using data that compromises their anonymity. Auren 

21 Hoffman, Why IF Tracking is a Bad Idea, Ad Exchanger (July 30, 2010), available at 

3 http ://www.adexchanger. com/the-debate/why-ip-tracking-is-a-bad-ideal.  

4 	23. 	Online advertising companies, faced with the public's growing concern over the 

5 vast amount of sensitive data being collected and aggregated online, offer Internet users the 

6 choice to opt-out completely from behavioral advertising, tracking, and logging. The Network 

7 Advertising Initiative and the Digital Advertising Alliance are examples of online ad industry 

8 organizations that provide opportunities for Internet users to opt out of tracking by online ad 

9 companies. See http://www.networkadvertising.org/choices/  and 

10 http://www.aboutads.info/choices/.  

11 	24. 	Facebook, by contrast, does not offer any way for members and non-members to 

12 opt out of being tracked by Facebook social plug-ins such as the "Like" button and features such 

13 as the Facebook Connect system. 

14 	25. 	In August of 2011, the German state of Schleswig-Holstein issued a ban on the 

15 use of the Facebook "Like" button on websites within the state, after its study concluded that 

16 Facebook's social plugins violated local data protection laws by tracking and profiling users 

17 without their consent and providing insufficient notice. ULD to Website owners: "Deactivate 

18 Facebook web analytics," The Data Protection Commissioner's Office (Independent Centre for 

19 Privacy 	Protection 	- 	ULD) 	(Aug. 	19, 	2011), 	available 	at 

20 https ://www.datenschutzzentrum.de/presse/20  11081 9-facebook-en.htm. 

21 	26. 	In light of the studies and common practices cited above, Facebook's collection of 

22 the web browsing histories, IP addresses, and "User-Agent strings" of non-Facebook members, 

23 without offering those non-members an opportunity to opt out of tracking by the "Like" button 

24 and the Facebook Connect system, constitutes a serious invasion of the non-members' privacy. 

25 	27. 	The personal information collected by Facebook is an asset that is priced, bought, 

26 and sold in discrete units for marketing and other purposes. "Websites and stores can . . . easily 

27 buy and sell information on valued visitors with the intention of merging behavioral with 
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demographic and geographic data in ways that will create social categories that advertisers covet 

and target with ads tailored to them or people like them." Joseph Turow, Jennifer King, Chris 

Jay Hoofnagle, Amy Bleakley & Michael Hennessy, Americans Reject Tailored Advertising and 

Three 	Activities 	that 	Enable 	It (Sept. 29, 2009), 

http://papers.ssrn.com/sol3/papers.cfm?abstract�id=1478214. The more information that 	is 

known about a consumer, the more a company will pay to deliver a precisely targeted 

advertisement to him or her. See Federal Trade Commission (FTC), Protecting Consumer 

Privacy in an Era of Rapid Change, Preliminary Staff Report (Dec. 2010), at 24. 

28. Personal data is viewed as currency. "In many instances, consumers pay for free 

content and services by disclosing their personal information," according to former FTC 

commissioner Pamela Jones Harbour. FTC Roundtable Series 1 On: Exploring Privacy, Matter 

No. P095416 (Dec. 7, 2009), at 148, available at http://www.ftc.gov/bcp/  

workshops/privacyroundtables/PrivacyRoundtable_ Dec 2009_Transcript.pdf. In Property, 

Privacy, and Personal Data, Professor Paul M. Schwartz wrote: 

Personal information is an important currency in the new millennium. The 
monetary value of personal data is large and still growing, and corporate America 
is moving quickly to profit from this trend. Companies view this information as a 
corporate asset and have invested heavily in software that facilitates the collection 
of consumer information. 

Paul M. Schwartz, Property, Privacy, And Personal Data, 117 Harv. L. Rev. 2055, 2056-57 

1(2004) (footnote omitted). 

29. On February 28, 2011, the Wall Street Journal published an article under the 

I headline "Web’s Hot New Commodity: Privacy," in which it highlighted a company called 

I "Allow Ltd.," one of nearly a dozen companies that offers to sell people’s personal information 

I on their behalf and gives them 70% of the sale. An Allow Ltd. customer received a payment of 

$8.95 for letting Allow tell a credit card company that he was shopping for a new credit card. Id. 

30. User complaints and research studies about Facebook’s privacy violations are 

nothing new and both the FTC and others concerned with ensuring a more transparent Internet 

I experience are in a sort of arms race with Facebook; as soon as they discover and prevent one 
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1 way Facebook invades Internet user's privacy, Facebook comes up with another way to achieve 

2 the same result. For example, in 2007, Facebook launched its Beacon platform, which, as with 

3 the "Like" button, tracked user activity on various non-Facebook sites and shared the details of 

4 such activity with other users. Computer security researchers discovered that Beacon tracked 

5 users even when they had opted out of participating in Beacon, or had logged out of Facebook. 

6 Juan Carlos Perez, Facebook's Beacon More Intrusive Than Previously Thought, PC World, 

7 (Nov. 	30, 	2007), 	available 	at 

8 http://www.pcworld.com/article/  1401 82/facebooks beacon more_intrusive_than_previously_th 

9 ought.html. A class action lawsuit, Lane v. Facebook, Inc., No. 08-03845 (N.D. Cal. filed Aug. 

10 12, 2008), was brought against Facebook, which Facebook ultimately settled for $9.5 million 

11 after shutting down the Beacon service. 

12 	31. 	In November 2011, Facebook agreed to a settlement with the FTC after being 

13 charged with eight counts of deceptive practices and privacy violations in the wake of an FTC 

14 investigation. See Federal Trade Commission, Facebook Settles FTC Charges That It Deceived 

15 Consumers By Failing To Keep Privacy Promises (Nov. 29, 2011), available at 

16 http://ftc.gov/opa/201  1/1 1/privacysettlement.shtm. 	According to the FTC's complaint, 

17 Facebook, on multiple occasions, misled its members by maintaining they could strictly control 

18 who had access to their profile information when, in fact, third party applications had almost 

19 unrestricted access to this information. Facebook also revealed personal information to 

20 advertisers and third parties despite assurances that it would not, against the wishes of users as 

21 expressed through their privacy settings. The terms of the settlement prohibit Facebook from 

22 continuing or repeating these deceptive practices, and require that Facebook carry out 

23 independent audits demonstrating compliance with the FTC's privacy requirements for a period 

24 of twenty years. Furthermore, under the terms of the settlement, Facebook must not 

25 misrepresent the extent to which it maintains the privacy or security of consumer information, 

26 including IP addresses, user IDs, or any piece of information combined with these data. 

27 

28 
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1 
	CLASS ACTION ALLEGATIONS 

2 
	32. 	Pursuant to California Code of Civil Procedure � 382, Plaintiffs bring this action 

3 on behalf of themselves and two subclasses of Internet users: 1) all Facebook members who, 

4 while residing in California, visited a website displaying the Facebook "Like" button from April 

5 
22, 2010, to the date of filing of this complaint; and 2) all non-Facebook members who, while 

6 residing in California, visited a website in the Facebook Connect network and subsequently 

7 
visited a website displaying the Facebook "Like" button from April 22, 2010, to the date of the 

8 filing of this complaint. Venue is proper in this Court because defendant Facebook maintains its 

9 principal place of business in this county and defendant engaged in wrongdoing in this county. 

10 
	33. 	This Court has jurisdiction over these proceedings because defendant Facebook is 

11 located in the State of California and because Facebook transacts business within this state, has 

12 committed wrongful acts within the state, and has committed wrongful acts that caused injury to 

13 persons within the state. 

14 
	34. 	This action is properly maintainable as a class action. 

15 
	35. 	The Class is so numerous that joinder of all members is impracticable. There are 

16 millions of Internet users in the State of California who have been tracked via the Facebook 

"Like" button. 
17 

18 
	36. 	There are questions of law and fact that are common to the Class including, inter 

19 alia, the following: 

20 
	(a) 	whether Facebook engaged in conduct that invaded Plaintiffs’ privacy 

21 
	interests; 

22 
	(b) 	whether Plaintiffs had a reasonable expectation of privacy as to the 

23 
	interests invaded; 

24 
	(c) 	whether the invasion of privacy was serious; 

25 
	(d) 	whether this invasion of privacy caused Plaintiffs to suffer injury, damage, 

26 
	loss, or harm; 

27 
	(e) 	whether Facebook was unjustly enriched by the unauthorized acquisition 

28 
	of Plaintiffs’ personally identifiable information; and 
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1 	(f) 	whether Facebook violated Cal. Penal Code � 631. 

	

2 	37. 	Plaintiffs will fairly and adequately represent the Class. Plaintiffs are committed 

3 to prosecuting this action and has retained competent counsel experienced in litigation of this 

4 nature. Plaintiffs’ claims are typical of the claims of other members of the Class and Plaintiffs 

5 have the same interests as the other members of the Class. 

	

6 	38. 	Plaintiffs anticipate no difficulty in the management of this litigation. 

	

7 	39. 	Defendant has acted in a manner that affects Plaintiffs and all Class members 

8 alike, thereby making appropriate injunctive, declaratory, and other relief appropriate with 

9 respect to the Class as a whole. 

	

10 	40. 	The prosecution of separate actions by individual members of the Class would 

11 create a risk of inconsistent or varying adjudications with respect to individual members of the 

12 Class, establish incompatible standards of conduct for defendant or adjudications with respect to 

13 individual members of the Class, and could be dispositive of the interests of other members or 

14 substantially impair or impede their ability to protect their interests. 

	

15 	FIRST CAUSE OF ACTION 

	

16 
	(Violation of Article 1, Section 1 of the California Constitution) 

	

17 
	41. 	Plaintiffs incorporate each and every allegation above as if fully set forth herein. 

	

18 
	42. 	Article I, Section 1 of the California Constitution states that "All people are by 

19 nature free and independent and have inalienable rights. Among these are enjoying and 

20 defending life and liberty, acquiring, possessing, and protecting property, and pursuing and 

21 obtaining safety, happiness, and privacy." Cal. Const. art. I, � 1. 

	

22 
	43. 	Plaintiffs had a legally protected interest in their personal Internet browsing 

23 history. 

	

24 
	44. 	Plaintiffs reasonably expected that their browsing history would remain 

25 
11 anonymous. 

	

26 
	45. 	Facebook committed a serious invasion of Plaintiffs’ privacy interest by using the 

27 "Like" button and Facebook Connect to secretly track Plaintiffs’ website browsing histories. 

28 
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46. By the acts, transactions, and courses of conduct alleged herein, defendant 

violated Plaintiffs’ inalienable right to privacy. 

SECOND CAUSE OF ACTION 
(Violation of the California Invasion of Privacy Act/Unlawful Wiretaps California Penal 

Code � 631) 

47. Plaintiffs incorporate each and every allegation above as if fully set forth herein. 

48. California Penal Code Section 630, titled "Legislative finding and intent," 

provides: 
The Legislature hereby declares that advances in science and technology 
have led to the development of new devices and techniques for the 
purpose of eavesdropping upon private communications and that the 
invasion of privacy resulting from the continual and increasing use of such 
devices and techniques has created a serious threat to the free exercise of 
personal liberties and cannot be tolerated in a free and civilized society. 

The Legislature by this chapter intends to protect the right of privacy of 
the people of this state. 

49. California Penal Code Section 631 "prescribes criminal penalties for three distinct 

and mutually independent patterns of conduct: intentional wiretapping, willfully attempting to 

learn the contents or meaning of a communication in transit over a wire, and attempting to use or 

communicate information obtained as a result of engaging in either of the previous two 

activities." See Tavernetti v. Super. Ct., 22 Cal. 3d 187, 192 (1978). 

50. The second prong of California Penal Code � 631(a) states: 

Any person who ... willfully and without the consent of all parties to the 
communication, or in any other unauthorized manner, reads, or attempts to 
read, or to learn the contents or meaning of any message, report, or 
communication while the same is in transit or passing over any wire, line, 
or cable, or is being sent from, or received at any place within this state 
is punishable 

51. Facebook is not a party to the communications between Plaintiffs and the servers 

hosting the web pages that Plaintiffs visit, except when Plaintiffs are visiting web pages for 

which the address bar in Plaintiffs’ web browsers indicates that the page is part of 

http://www.facebook.com. For example, if Plaintiff Ung were to visit a web page that his 

browser’s address bar indicated was part of http://www.ca.gov/,  the parties to the communication 
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1 would be Plaintiff Ung and the server hosting http://www.ca.gov/,  and would not include 

2 Facebook or the server hosting http://www.facebook.com/.  

3 	52. 	The presence of the "Like" button or the Facebook Connect system on the web 

4 pages that Plaintiffs visit does not transform Facebook into a party to the communications 

5 between Plaintiffs and those web pages. Rather, the "Like" button and the Facebook Connect 

6 system are similar to hidden eavesdropping devices, such as hidden microphones, in the physical 

7 world. An appropriate analogy is to a situation where a Plaintiff calls a person ("John Doe") on 

8 the telephone. If, unbeknownst to the Plaintiff and without the Plaintiffs consent, John Doe 

9 creates a conference call with a representative of Facebook who remains silent for the duration of 

10 the Plaintiffs conversation with John Doe, the representative of Facebook, while privy to the 

11 conversation, is not a "party" to the conversation because the Plaintiff is unaware of and has not 

12 consented to the representative's presence. 

13 	53. 	From Plaintiffs' perspective, the "Like" button and the Facebook Connect system 

14 appear to be contained within and part of the web pages they are visiting. From Plaintiffs' 

15 perspective, nothing about the "Like" button or the Facebook Connect system indicates that the 

16 "Like" button and the Connect system are in fact items that are imported from and part of the 

17 Facebook website. For example, when Plaintiff Ung visits a web page on http://www.ca.gov/,  

18 the address bar in Plaintiff Ung's web browser will indicate that the web page is part of the 

19 http://www.ca.gov/ website, regardless of whether the web page includes the "Like" button or 

20 the Facebook Connect system. 

21 	54. 	As described in Exhibit 1, in spite of Plaintiffs' expectations to the contrary, when 

22 Plaintiffs visit web pages that include the "Like" button and the Facebook Connect system, the 

23 "Like" button and the Facebook Connect system are in fact imported from the 

24 http://www.facebook.com  website, behind the scenes. 

25 	55. 	The importation of the "Like" button and the Facebook Connect system from the 

26 Facebook website to the web page that includes these items is by Facebook's intentional design. 

27 There is an alternate design available in which the "Like" button and the Connect system are 

28 
- 15- 

AMENDED CLASS ACTION COMPLAINT 



1 hyperlinks and images contained on the visited web page itself, rather than imported from the 

2 Facebook website. This alternative design poses no privacy concerns, since, using the alternative 

3 design, no information is sent to Facebook unless the Internet user actually clicks on the "Like" 

4 button or the Connect system. 

5 	56. 	The process of importing the "Like" button or the Facebook Connect system is as 

6 follows:2  

7 	(a) 	Unbeknownst to the Plaintiff, as the web page that the Plaintiff is visiting 

8 	is loading, the web page, pursuant to Facebook's design choice, gives an 

9 	instruction to the Plaintiff's web browser that tells the browser to send a 

10 	request to the Facebook website for the "Like" button or the Facebook 

11 	Connect system (the "Request"). 

12 	(b) 	Unbeknownst to the Plaintiff, the Plaintiff's browser sends the Request to 

13 	the Facebook website. Included in the Request, among other pieces of 

14 	information, are the URL of the page that the Plaintiff is visiting and, if 

15 	http://www.facebook.com  has previously set cookies on the user's 

16 	browser, all cookies associated with http://www.facebook.com, including 

17 	the "datr" tracking cookie. Significantly, Facebook has provided no 

18 	means for Internet users it tracks to opt out of having this information 

19 	sent to Facebook. 

20 	(c) 	On receiving the Request, Facebook delivers the "Like" button or the 

21 	Facebook Connect system to the Plaintiff's web browser, where it is 

22 	displayed as part of the web page the Plaintiff is visiting. In addition, 

23 	Facebook uses the ID contained within the cookie it just received as a 

24 	means of connecting the URL of the page the Plaintiff is visiting with all 

25 	other information that Facebook has about the Plaintiff. 

26 

27 2  The process described here occurs in the case of all Plaintiffs and all members of all Classes. 
28 
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4 

	

57. 	For example, if Plaintiff Ung visits a hypothetical web page that includes the 

"Like" button, 

http ://www. example-news-site. com/page.html?article=examplearticle_title  

(the "Visited Page"), then as the Visited Page is loading in Plaintiff Ung's web browser, the 

Visited Page tells Plaintiff Ung's browser to send a request to the Facebook website for the 

"Like" button. The browser then sends a request to the Facebook website that includes the 

following information, among other information: 

(a) The URL that Plaintiff Ung is visiting, http://www.example-news- 

site.com/page.html?article=example_article_title  

(b) Plaintiff Ung's "datr" cookie, among other cookies. 

In response to the request, Facebook delivers the "Like" button to Plaintiff Ung's web browser, 

where it is included in the Visited Page. In addition, Facebook uses the ID contained in Plaintiff 

Ung's "datr" cookie to connect the URL of the Visited Page to other information in Plaintiff 

Ung's account.3  In this example, Plaintiff Ung is completely unaware that Facebook has learned 

the URL of the web page he is visiting and associated it with his account, and Plaintiff Ung has 

no means of opting out of Facebook learning the URL or associating it with his account. 

58. As a result of the process explained above in paragraphs 56 and 57, Facebook 

learns the URLs of the web pages that Plaintiffs visit without their knowledge or consent, when 

Facebook would otherwise not know that Plaintiffs had visited those URLs. 

	

59. 	The URLs of the web pages that Plaintiffs visit are contents of the 

communications or messages between Plaintiffs and the servers hosting the web pages that 

Plaintiffs visit. Plaintiffs intend these contents to be received by the server hosting the web page 

they are visiting, not by Facebook or Facebook servers, unless Plaintiffs are visiting web pages 

for which the address bar displays http://www.facebook.com/.  

In the case of non-Facebook members, the information is associated with Facebook's "dossier" 
or profile on the non-Facebook member, rather than a Facebook member account. 
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1 	60. 	For example, when Plaintiff Ung types http://www.ca.gov/Educationlindex.html  

2 into the address bar of his web browser or clicks on a link pointing to 

3 http://www.ca.gov/Educationhindex.html,  his browser sends a request to the server hosting the 

4 web page at http://www.ca.gov/Educationlindex.html  that includes, among other information, the 

5 URL 	"http://www.ca.gov/Education/index.html.31 	The 	URL 

6 "http://www.ca.gov/Educationlindex.html" is thus part of the contents of the communication or 

7 message that Plaintiff Ung sends to the server. In this example, Plaintiff Ung intends the URL 

8 "http://www.ca.gov/Education!index.html" to be sent to the server hosting http://www.ca.gov/,  

9 not to Facebook, even presuming that a "Like" button or the Facebook Connect system is part of 

10 the web page at http://www.ca,gov/Education!index.html. 

	

11 	61. 	Additionally, because the URLs that Plaintiffs visit are pointers to actual web 

12 pages, Facebook may be capable of visiting the pages themselves, provided they are not 

13 password protected. 

	

14 	62. 	Facebook does not have Plaintiffs’ consent to learn the URLs of the web pages 

15 they visit without their knowledge. 

	

16 	63. 	Facebook has provided Plaintiffs with no means of opting out of Facebook’s use 

17 of the "Like" button and the Facebook Connect system to learn the contents of their 

18 communications with and messages to the servers hosting the web pages they visit. 

	

19 	64. 	In summary, in violation of the second prong of California Penal Code � 631(a), 

20 Facebook, a third party to the communications or messages between Plaintiffs and the servers 

21 hosting the Facebook-enabled web pages Plaintiffs visited (the "Visited Servers"), willfully and 

22 without Plaintiffs’ consent, or in an otherwise unauthorized manner, learned and attempted to 

23 learn the contents or meaning of the messages and communications that Plaintiffs sent to and 

24 received from the Visited Servers while the messages and communications were in transit over 

25 wires, lines, or cables through the State of California and while they were being sent from or 

26 received at a place within California. 

	

27 	65. 	The third prong of California Penal Code � 63 1(a) provides: 

28 
- 18- 

AMENDED CLASS ACTION COMPLAINT 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

Any person ... who uses, or attempts to use, in any manner, or for any 
purpose, or to communicate in any way, any information so obtained, or 
who aids, agrees with, employs, or conspires with any person or persons to 
unlawfully do, or permit, or cause to be done any of the acts or things 
mentioned above in this section, is punishable 

66. In violation of the third prong of California Penal Code � 631(a), Facebook used 

the illegally obtained electronic communications of Plaintiffs described in paragraphs 47-64 

above in connection with its provision of the Facebook service. 

67. As a direct and proximate result of the above-described conduct by Facebook, 

Plaintiffs have suffered, and, unless such conduct is enjoined, will continue to suffer, damages in 

an amount to be proven at trial. 

68. Pursuant to California Penal Code � 637.2, Plaintiffs are entitled to recover three 

times their actual and/or statutory damages from Facebook for such conduct. 

69. Facebook’s conduct is causing, and unless enjoined will continue to cause, 

Plaintiffs great and irreparable injury that cannot be fully compensated for or measured in 

money. Plaintiffs have no adequate remedy at law and are entitled to preliminary and permanent 

injunctions prohibiting further use and communication of their unlawfully obtained information, 

pursuant to California Penal Code � 637.2(b). 

THIRD CAUSE OF ACTION 
(Negligence per Se) 

70. Plaintiffs incorporate each and every allegation above as if fully set forth herein. 

71. Defendant’s violation of California Penal Code � 631 resulted in injury to 

Plaintiffs and the Class. 

72. The harm Defendant caused to Plaintiffs and the Class are injuries that resulted 

from the types of occurrences this statute was designed to prevent. 

73. Plaintiffs and the Class are the type of persons for whose protection this statute 

was adopted. 

74. Defendant’s violation of this statute as described herein resulted in injury to 

Plaintiffs and the Class. Plaintiffs and the Class received no valuable consideration in exchange 

for the personal information Facebook collected and employed in its provision of directed 
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1 advertising to marketers or otherwise used in connection with providing the Facebook service. 

2 As discussed herein, Plaintiffs' and the Class members' personal information has ascertainable 

3 value. 

	

4 	 PRAYER FOR RELIEF 

	

5 	WHEREFORE, Plaintiffs and members of the Class seek relief against defendant as 

6 follows: 

	

7 
	A. 	Declaring that this action is properly maintainable as a class action and certifying 

8 Plaintiffs as the representatives of the Class. 

	

9 	B. 	Declaring that Facebook's actions, as described herein, violate Article I, Section 1 

10 of the California Constitution. 
11 	

C. 	Declaring that Facebook's actions, as described herein, violate California Penal 
12 

13 
I Code 631. 

	

14 
	D. 	Awarding injunctive and other equitable relief as is necessary to protect the 

15 interests of Plaintiffs and the Class including, inter alia, an order prohibiting Facebook from 

16 engaging in the wrongful and unlawful acts described herein. 

	

17 	E. 	Disgorgement of all revenue earned from selling or otherwise trading on the 

18 I private information obtained from Plaintiffs and the Class via the Facebook "Like" button and 
19 

I Facebook Connect. 
20 

	

21 
	F. 	Awarding damages, including statutory damages where applicable, to Plaintiffs 

22 I and the Class in an amount to be determined at trial. 

	

23 
	G. 	Awarding Plaintiffs and the Class their reasonable litigation expenses and 

24 I attorneys fees; and 

	

25 	H. 	Awarding such other and further relief as equity and justice may require. 

26 

27 

	

28 	
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DEMAND FOR JURY TRIAL 

Plaintiffs hereby demand trial of their claims by jur to the extent authorized bylaw. 

DATED: July 31, 2012 	ILBERG 

PETER E. SEIDMAN (pro hac vice) 
SANFORD P. DUMAIN 
MELISSA RYAN CLARK 
One Pennsylvania Plaza 
New York, New York 10119 
Telephone: (212) 594-5300 
Facsimile: (212) 868 1229 
Email: sdurnainmilberg.com  
pseidmanmilberg.com  
rnclarkmilberg.com  

MILBERG LLP 
JEFF S. WESTERMAN (SBN 94559) 
DAVID E. AZAR (SBN 218319) 
One California Plaza 
300 S. Grand Avenue, Suite 3900 
Los Angeles, CA90071 
Telephone: (213) 617-1200 
Facsimile: (213) 617-1975 
Email: jwestermanmi1berg.com  
dazarmilberg.com  

REESE RICHMAN LLP 
MICHAEL R. REESE (SBN 206773) 
KIM RICHMAN 
mreese@reeserichman.com  
krichrnan@reeserichman.corn 
875 Avenue of the Americas, 18th Floor 
New York, New York 10001 
Telephone: (212) 643-0500 
Facsimile: (212) 253-4272 

Attorneys for Plaintiffs and the Proposed Class 
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1 
	DECLARATION OF SERVICE BY U.S. MAIL 

2 
I, the undersigned, declare: 

3 

	

4 
	1. 	That declarant is and was, at all times herein mentioned, employed in the County 

5 of Los Angeles, over the age of 18 years, and not a party to nor interested in the within action; 

6 that declarant's business address is One California Plaza, 300 South Grand Avenue, Suite 3900, 

7 Los Angeles, California 90071-3149. 

8 2. 	Declarant hereby certifies that on July 31, 2012, declarant served the AMENDED 

9 
CLASS ACTION COMPLAINT via U.S. mail on the parties listed on the Service List attached 

10 
hereto. 

11 

	

12 
	I declare under penalty of perjury that the foregoing is true and correct. Executed this 

13 31st day of July, 2012, at Los Angeles, California. 

14 

	

15 	 CAROL KIYOTOKI 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 
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SERVICE LIST 
Ung, et at. v. Facebook, Inc. 
Case No. 1 12-cv-2 17244 

Attorneys for Defendant Facebook, Inc.  
COOLEY LLP 
MICHAEL G. RHODES 
MATTHEW D. BROWN 
JEFFREY M. GUTKIN 
101 California Street, 5th Floor 
San Francisco, CA 94111-5800 
Telephone: (415) 693-2000 
Facsimile: (415) 693-2222  
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FACEBOOK TRACKS AND TRACES EVERYONE: LIKE THIS! 

Arnold Roosendaal
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Abstract 

Numerous websites have implemented the Facebook Like button to let Facebook 

members share their interests, therewith promoting websites or news items. It is, thus, 

an important business tool for content providers. However, this article shows that the 

tool is also used to place cookies on the user‟s computer, regardless whether a user 

actually uses the button when visiting a website. As an alternative business model this 

allows Facebook to track and trace users and to process their data. It appears that non-

Facebook members can also be traced via the Like button. This means that 

Facebook‟s tentacles reach far beyond their own platform and members. Due to the 

extensive web coverage with Like buttons, Facebook has a potential connection with 

all web users. Web activity can be linked to individual accounts or a separate data set 

can be created for individuals who are not (yet) a Facebook member. The hidden 

collection of data on browsing behavior and the creation of individual data sets has 

implications for the privacy of individuals. This article discusses privacy issues 

arising from third party cookie use and connectivity of web activity and devices, using 

the technical process behind the Facebook Like button as an example.  

 

 

 

 

Note: This paper is work in progress. A final version will appear later on. 

                                                 
*
 Doctoral Candidate and Researcher, Tilburg Institute for Law, Technology, and Society (TILT) 

Tilburg University, The Netherlands.  
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1. Introduction 

The use of cookies and third party cookies to recognize and track and trace web users 

is not a new concept. Usually, the cookies are placed on the user‟s web browser 

without any visibility. In order to let third parties place cookies they have to be 

allowed to place content on a website. The content is requested from the web server of 

the third party and is delivered along with a cookie. When a site is visited again, the 

cookie is sent along in the request for the content. This allows content providers to 

„remember‟ preferences of web users, such as language settings or purchasing history, 

and to provide the web content according to these preferences.  

Tracking and tracing users over the web is a valuable tool for profiling purposes. 

Based on revealed interests web users can be targeted for personalized 

advertisements. Companies that earn their revenues from targeted advertising have a 

huge interest in using these techniques. It is, thus, not surprising that the way these 

techniques are exploited become more and more sophisticated. Sophistication can also 

be in the presentation. For instance, Facebook offers content providers to place a Like 

button on their web site. This button is a tool which allows Facebook members to 

indicate that they like a certain web site or item on a web site. By clicking the button, 

a link to the item is placed on their Facebook profile page. In addition, the number of 

visitors who „liked‟ something is indicated next to the button. For content providers, 

the Like-button can, thus, function as an important business tool. Visitors contribute 

to attracting more visitors to a web site. This makes the tool valuable for content 

providers, which is also reflected by the fast increase in web coverage of the Like 

button. However, even though presented as a nice feature for content providers, the 

Like button is also used to place cookies and to track and trace web users, regardless 

of whether they actually use the button. The browsing behavior of individuals can be 

connected to their Facebook account. When a user has no Facebook account, a 

separate set of data concerning individual browsing behavior can be created. When a 

user creates an account later on, the data can be connected to the newly established 

profile page. 

In this article, first a brief introduction to the Facebook Like button will be given (2). 

Then, in section 3 the technical process of placing and replacing cookies with the help 

of the button will be described, as well as how this facilitates profiling. Subsequently, 

the way this practice affects the privacy of individuals will be discussed (4) and, 

finally, a conclusion will be drawn (5). 

2. The Facebook Like button 

The Facebook Like button is an image displaying a thumbs-up symbol accompanied 

by the word „Like‟. According to Facebook, “[t]he Like button lets a user share your 

content with friends on Facebook. When the user clicks the Like button on your site, a 

story appears in the user's friends' News Feed with a link back to your website.”
1
 

Anyone can implement the button on his website by simply adding the code which is 

available for free. The button can, thus, be used by content providers to have web 

users promote content and create links on their Facebook profile pages. When 

                                                 
1

 Facebook Developers, “Like Button” (2010) available at 

http://developers.facebook.com/docs/reference/plugins/like (accessed 26 Nov 10). 

http://developers.facebook.com/docs/reference/plugins/like
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clicking the Like button, a login field opens in a pop-up window to login to Facebook. 

Logging in results in the creation of the link on the Facebook profile page. When a 

user is already logged in to Facebook the creation takes place immediately.  

In April 2010, at their f8 conference, Facebook announced Instant Personalizer and 

Social Plug-ins, two services that allowed partners to leverage the social graph — the 

information about one‟s relationships on the site that the user makes available to the 

system — and provide a channel for sharing information between Facebook and third 

parties. For example, Web sites could implement a Like button on their own pages 

that enables users to share content from that site with the user‟s connections on 

Facebook.
2
 The value of implementing the Like button on a website becomes clear 

from the statistics. Sites that added social plug-ins from Facebook, of which the Like 

button is one and is recommended to start with, reported increases in traffic of plus 

200% and even more. Besides, the time spent and the number of articles read on 

websites with Like buttons also increased by over 80%.
3
 The button represents 12.9% 

of the distribution of third party widgets.
4
 It also appears that within months the use of 

social plug-ins has reached millions of sites.
5
 The penetration rate of the Like button 

in the top 10.000 web sites reached over 4% in the first six months after its 

introduction
6

, and it is likely that the penetration rate will continue to grow 

exponentially. 

While the Like button can help content providers to generate traffic to their websites, 

it is also a tool for Facebook members to add information about their interests to their 

personal profile page. Therewith, it fits perfectly in the ongoing trend of social 

networking sites like Facebook to share personal information. Obviously, for sharing 

items from the web it is a very useful tool, for it allows direct linking without having 

to copy and paste complete URLs and the content is made up in a readable manner 

automatically. 

3. Cookies, recognition, and identification 

As indicated, there are numerous third parties which deliver content to websites and 

place cookies. Usually, the function of these third parties is to provide website 

providers with information on the number of visitors and which items on a website 

attracted the most attention. The third parties, thus, also provide a service to the 

website provider. These services are directly provided by the third parties what also 

implies that they have to receive the information on the visitors directly. This is 

facilitated automatically, because a piece of content is delivered from the servers of 

the third party and can be sent together with the cookie. A web user is usually not 

                                                 
2
 d boyd and E Hargittai, "Facebook Privacy Settings: Who Cares?" (2010) 15 First Monday 8. 

3
 Facebook Media, “The Value of a liker” (2010) available at  

http://www.facebook.com/notes/facebook-media/value-of-a-liker/150630338305797 (accessed 26 Nov 

10). 

4
 BuiltWith, “Facebook Like Usage Statistics” (2010) available at  

http://trends.builtwith.com/widgets/Facebook-Like (accessed 26 Nov 10).  

5
 J Constine, “Facebook Says “Likers” Click Links To External Websites 5.4x More” (2010) available 

at http://www.insidefacebook.com/2010/09/29/facebook-stats-likers/ (accessed 26 Nov 10). 

6
 BuiltWith, “Facebook Like Usage Statistics” (2010) available at  

http://trends.builtwith.com/widgets/Facebook-Like (accessed 26 Nov 10). 

http://trends.builtwith.com/widgets/Facebook-Like
http://www.insidefacebook.com/2010/09/29/facebook-stats-likers/
http://trends.builtwith.com/widgets/Facebook-Like
http://www.facebook.com/notes/facebook-media/value-of-a-liker/150630338305797
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aware of this. He just types in the URL of the website he wants to visit and the page is 

loaded. That the loading of the page involves numerous HTTP requests for content 

from the servers of the visited websites and often several third party servers is a 

process which takes place behind the scenes. More popular: that is where the magic 

happens!  

A cookie is placed on the web users‟ computer via his browser. Only the server from 

which the cookie was sent has access to the cookie, so each cookie is connected to a 

web server. It is not the case that the provider of a website has access to all cookies 

placed by third parties via his website. Once a cookie is available on the user‟s 

computer, this cookie will be sent together with the HTTP request in each later 

request for content from the server which installed the cookie. The HTTP request also 

includes data on the referrer, which is the website on which the content will be 

displayed. Since the referrer data is always included, third parties can follow exactly 

which sites a user has visited and when. The content is needed when loading the page, 

so for being followed it is irrelevant whether a user actually clicks a piece of content 

or not. 

Now take the Facebook like button. This is also a piece of third party content. It is not 

that the website provider directly places an image of this button on his website. In 

fact, the button is a piece of HTML code which includes the request to the Facebook 

server to provide the image when the website is loaded. This implies that the button 

can be used to set third party cookies or to recognize them as well. A few different 

scenarios can be distinguished. The scenarios have been tested in a practical 

experiment using Techcrunch.com, CNN.com, and Gizmodo.com. 

3.1 The web user has a Facebook account 

The first option is a scenario in which the web user has a Facebook account. When the 

account is created, Facebook issues a cookie containing a unique user ID. This cookie 

facilitates the display of a username in the login field at returning visits. When 

accessing Facebook from another device, a temporary cookie is issued, which is 

replaced by a cookie with the same ID after logging in to the account. This way, 

different devices can be connected to one account, and thus one user, by carrying the 

same ID cookie. Every time the user wants to visit the Facebook web site, the cookie 

is sent together with the HTTP request for the site. As a result, Facebook already 

knows who wants to log in before the actual login has taken place. 

However, the cookie is not only sent to the Facebook servers when a member wants to 

log on, but in every occasion where content, such as the Like button, has to be 

provided from the Facebook servers (fig. 1). Thus, every single time a web site which 

includes the Like button is visited Facebook receives the information concerning the 

user, including his unique ID, via the cookie. When the user actually clicks the button, 

he has to provide his Facebook login details and a message about the „Like‟ is posted 

on his profile page.  

Since data about the user are sent to Facebook regardless of whether the Like button 

is actually clicked upon, users are often not aware of this fact. Nevertheless, the 

cookie contains the unique user ID and therewith facilitates the information on 

browsing behavior to be connected to the account. Even though the user is not 

involved, Facebook can collect far more individual data then the data made available 

on the profile page only. 
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GET 

/plugins/like.php?href=http%3A%2F%2Fwww.facebook.com%2FGizmodo&layout=button_count&show_faces=f

alse&width=200&action=like&colorscheme=light&height=21 HTTP/1.1 

Host: www.facebook.com 

User-Agent: Mozilla/5.0 (Windows; U; Windows NT 5.1; en-GB; rv:1.9.2.10) Gecko/20100914 Firefox/3.6.10 

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8 

Accept-Language: en-gb,en;q=0.5 

Accept-Encoding: gzip,deflate 

Accept-Charset: ISO-8859-1,utf-8;q=0.7,*;q=0.7 

Keep-Alive: 115 

Connection: keep-alive 

Referer: http://gizmodo.com/ 

Cookie: datr=yjPATCXPQuDBLU_J5ZfRsJpd; lu=TgbyaYN2Obo-F4fEBiQTGtwQ; locale=en_GB; x-

referer=http%3A%2F%2Fwww.facebook.com%2Fhome.php%23%2Fhome.php; cur_max_lag=20; 

c_user=100001XXXXXXXXX; sct=1287731574; sid=0; xs=55dcbdfe4719c2693d477d0c0dd83ab6 

Cache-Control: max-age=0 

Fig. 1: The HTTP GET request for the Like button on Gizmodo.com, including the cookie with 

user ID (anonymised by the author with XXXXX) 

 

In this scenario, there is a link between the Internet user and Facebook, because there 

is an account. Now, let‟s consider a scenario where there is no link. 

3.2. The web user does not have a Facebook account 

When a user does not have a Facebook account, there is no cookie and no user ID 

available. In this case, a visit to Techcrunch.com includes an HTTP GET request for 

the Like button. However, when the button is provided there is no cookie issued. 

Thus, it seems that the Like button itself is not used to issue cookies. However, when 

a site is visited which includes Facebook Connect (for instance Gizmodo.com) this 

application issues a cookie (fig. 2). From that moment on, visits to other websites 

which display the Like button result in a request for the Like button from the 

Facebook server including the cookie. An important part of the process depends on 

visiting a site which has implemented Facebook Connect. The chance of visiting such 

a site is considerable. Within a year from its launch in December 2008, Facebook 

Connect was used at almost 1 million web sites and in March 2009 over 40 million 

unique visitors of Facebook Connect implementations were registered.
7
 The number 

of implementations increases exponentially, so the likelihood of passing by such a 

web site is becoming bigger at a fast pace as well.  

As indicated, after visiting a web site on which Facebook Connect has been 

implemented, the request for the Like button includes a cookie. This cookie has an 

expiration date two years from the moment it was issued. However, by browsing 

across web sites, additional cookies can be placed on the user‟s computer and these 

can be added later on in new requests. Not all cookies are used in this way. For 

instance, a cookie issued via the extern login status plug-in is not included in later 

requests. 

                                                 
7
 K Burbary, “Five Reasons Companies Should be Integrating Social Media with Facebook Connect” 

(2009) available at http://www.kenburbary.com/2009/08/five-reasons-companies-should-be-

integrating-social-media-with-facebook-connect/ (accessed 26 Nov 10). 

http://www.kenburbary.com/2009/08/five-reasons-companies-should-be-integrating-social-media-with-facebook-connect/
http://www.kenburbary.com/2009/08/five-reasons-companies-should-be-integrating-social-media-with-facebook-connect/
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Based on the cookie, the entire web behavior of an individual user can be followed. 

Every site that includes some kind of Facebook content will initiate an interaction 

with the Facebook servers, therewith disclosing information about the visited web site 

together with the cookie. 

 
1. Set-Cookie: datr=ckviTDm3989eNbvw6xMhAWle; expires=Thu, 15-Nov-2012 09:14:26 GMT; path=/; 

domain=.facebook.com 

2. Set-Cookie: datr=ckviTC8tNJ-1ZKqCu_SrIga7; expires=Thu, 15-Nov-2012 09:14:26 GMT; path=/; 

domain=.facebook.com 

Fig. 2. A cookie issued via Facebook extern login status (1) and one via Facebook Connect (2) on 

Gizmodo.com. 

3.3. The web user becomes a Facebook member 

It is possible that a web user already has a personal set of data collected by Facebook, 

based on the mechanism described above. The question is what happens when this 

user creates a Facebook account. In that case, he first has to go to the Facebook 

homepage (login page). The cookie the user has on his computer is sent to Facebook 

in the request for the web page to be loaded. The server responds and issues a few 

new cookies. These new cookies are temporary cookies, or session cookies. When the 

account is actually created, a unique ID number is issued and sent in a cookie. The 

connection between this ID cookie and the old cookie is made behind the scenes by 

Facebook‟s servers. This means that the entire historical information of the user can 

be connected to the newly created Facebook account. From this moment on, all 

subsequent requests for Facebook content go accompanied with the cookie including 

the unique user ID.  

When all cookies are deleted, the process starts from the beginning again with 

Facebook Connect placing a new cookie when a site is visited where Facebook 

Connect is implemented. However, from the moment on that an individual accesses 

his Facebook account, or connects to this account by clicking the Like button and 

providing username and password, this cookie is replaced by a cookie containing the 

unique user ID that belongs to the account. 

The cookies are used for recognition. Web users can be recognized whenever they 

visit a site with a piece of Facebook content. Facebook members are identified as 

individual account holders, because the cookie includes their unique user 

identification number. When different devices are used to access Facebook, such as a 

home computer, a laptop, and a smart phone, these devices are recognized as 

belonging all to the same individual. So, all web interaction from these different 

devices is connected as well. Individuals who do not have a Facebook account are 

recognized as well. Their browsing behaviour is, however, not connected to a 

Facebook account. Besides, recognition is machine based and separated for every 

single device. Since there is no unique user ID in the cookie resulting from a log on to 

Facebook, the different devices cannot be connected solely on the basis of the 

cookies. Single devices can be quite reliable, however, even though they can be used 

by different persons. More and more devices, such as laptops and smart phones, 

become personal and are usually used by one single individual. This implies that 

information collected based on the cookies and browsing behaviour results in a very 

personal profile. Obviously, Facebook can use this to serve their members targeted 

advertisements. Most probable, the information collected about the browsing 
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behaviour of non-members can be used to have a larger sample for profiling and 

targeting purposes. 

The Facebook Like button is not the only button which frequently appears on web 

sites to facilitate sharing or promoting of content. Other examples are Twitter‟s Tweet 

button, the Digg button, and Google‟s Buzz. There are, however, some differences. 

As described above, Facebook Connect is the system that actually issues a cookie the 

first time. From that moment on, the cookie is sent together with all HTTP requests 

for content, so also when the Like button has to be loaded on a page. Thus, an 

additional system is used to initiate the cookie exchange. Twitter, for instance, does 

not have such a system. The Tweet button does not always sent a cookie when the 

button is requested from the Twitter servers. This is only the case when someone has 

visited the Twitter homepage; then a cookie is issued which is used in future 

interactions with the servers, similarly as with the Like button. Logging in or even 

having an account at Twitter is not necessary. A (small but important) difference with 

the Like button is that there can at least be supposed to be some link to Twitter, 

because the web user has visited this web site. For Facebook, this is not necessary at 

all. This implies that individuals who consciously choose not to participate in 

Facebook are still tracked and traced by Facebook. When someone does not connect 

to Facebook himself, Facebook makes the connection. 

Another important difference is that Facebook can connect the browsing behaviour to 

member accounts. These accounts are, usually, quite rich concerning disclosed 

information, but the Like button as exploited by Facebook makes that far more 

information is collected about individual members then the information disclosed on 

the personal profile page. Thus, people who have an account, but do not want to 

disclose that much information are still profiled more extensively. Their browsing 

behavior discloses much information concerning personal interests, and this 

information can also be collected by Facebook and connected to the individual 

account. In the end, consciousness in disclosing information, either by not 

participating on Facebook or by very limited disclosure of personal information, is not 

sufficient to escape Facebook‟s tentacles.  

4. Privacy implications 

The way the Facebook Like button is used to collect information concerning browsing 

behaviour of individuals clearly has implications for privacy. Even though it is 

difficult to give a clear-cut definition of privacy, notwithstanding the fact that various 

attempts have been made to describe the concept
8

, some aspects are broadly 

recognized as essential in this respect. The two most prominent aspects are 

informational self-determination and contextual integrity.
9
 These are reflected in 

regulations concerning personal data protection by means of requirements such as 

data minimisation, purpose specification, informed consent of the data subject, and 

data subject access rights. The aim of these requirements is to limit the processing of 

personal data to the least necessary and to provide the individual with some 

instruments to control the disclosure and use of personal data. In relation to 

                                                 
8
 For instance DJ Solove, "Conceptualizing Privacy" (2002) 90 California law review 4 1087; DJ 

Solove, "A Taxonomy of Privacy" (2006) 154 University of Pennsylvania law review 3 and; WA 

Parent, "Privacy, Morality, and the Law" (1983) 12 Philosophy and Public Affairs 4 269. 

9
 H Nissenbaum, "Privacy as Contextual Integrity" (2004) 79 Washington Law Review 119. 
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informational self-determination the individual should be able to decide which data 

are disclosed to whom and for what purpose. The aspect of contextual integrity means 

that data have to be treated according to the norms applicable to the context in which 

the data were disclosed. Besides, data should not be transferred to another context 

without the individual‟s consent. 

Now, when looking at the situation of the Facebook Like button, these basic 

requirements are infringed upon. First of all, the data collection takes place without 

the individual web users being aware. As a result, there cannot be consent for the data 

collection. Possibly, Facebook members have agreed to this by accepting the general 

terms and conditions when signing up for the social network site. Non-members, 

however, cannot have agreed to this and are subjected to the collection by merely 

using the internet. Second, the exact purposes for the collection of the data are not 

clear and the limitations are undefined as well. It can be expected that Facebook uses 

the data for targeted advertisements on their web site. The data of the individuals who 

are not a member can be used to have a bigger sample. Nevertheless, these individuals 

cannot be subjected to the advertisements themselves, since they are not visiting the 

Facebook web site. Finally, data subjects cannot use their access rights to review the 

data and ask for correction or deletion. 

In the argument as set out above, the data were considered to be personal data in the 

sense of data protection legislation. For the data related to Facebook members this can 

easily be defended. The unique user identification number belonging to the personal 

profile of the member is included in the cookie and sent to the Facebook servers in the 

HTTP request.
10

 Even when Facebook would state not to connect the data to the 

individual profile, the data have to be considered personal data, because for 

determining whether a party is able to link the data to an identifiable individual all 

means available to that party have to be taken into account. Facebook clearly has the 

user data and identification numbers, so they can link the data to an identifiable 

individual. 

For the data belonging to web users who do not have a Facebook account, the 

argument is a bit more difficult. However, an extensive data set can contain a huge 

amount of information which can clearly indicate who the individual is, or at least 

create a detailed picture of individual preferences and interests. As a result, data sets 

become more and more personal and facilitate individualisation. Besides, it has to be 

taken into account that devices become more and more personal. With the increasing 

use of laptops and smart phones devices are not as much shared by different users as 

was the case a couple of years ago when the personal computer was serving entire 

families. When a web user later decides to create a Facebook account the data are 

linked to that account and are certainly personal data. 

A more general concern is the process behind the Like button and the way the button 

is presented. While it is offered as a tool for web site owners to implement social 

features and therewith attract more visitors, there is a big interest for Facebook for 

having the button implemented in as many sites as possible. Whether the button is 

actually used by its members is of minor concern, because data concerning browsing 

                                                 
10

 This in contrast with what was argued by a Facebook spokeswoman who said that identification was 

based on the IP address and browser of the web user (OUT-LAW News, “NHS criticized for sharing 

website data with Facebook” (2010) available at http://www.out-law.com/page-11576 (accessed 26 

Nov 10)). However, as can be seen in Fig. 1 the ID is included. It is just not that the original user-ID 

cookie is sent along.   

http://www.out-law.com/page-11576
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behaviour are communicated to Facebook anyway. However, the most prominent 

concern is that web users are somehow mislead. Due to the way the button is 

presented, web users do expect to have data transferred when they use the button. 

That data are transferred even when the button is not clicked upon is difficult to 

imagine for the ordinary web user. In addition, web users who have no connection 

with Facebook at all do certainly not expect to have their data transferred to this social 

network site. As a result, individuals who consciously choose not to participate in the 

social network site are still connected to this web site. 

 

5. Conclusion 

In this article, the Facebook Like button was discussed as an example of a third party 

cookie which is exploited in a smart way. The button is presented, and valuable, as a 

business tool for web site holders and content providers. However, the button is used 

to collect detailed data about browsing behaviour of individual web users. These data 

can be connected to the Facebook profile page or collected as a separate data set. By 

using cookies and unique identification numbers, Facebook has a potential connection 

with every web user and can track and trace individual web behaviour. This practice 

raises privacy concerns and conflicts with informational self-determination of 

individual web users. Facebook tracks and traces everyone; Like this! 

 

 

 

 

 




